AKS IT SERVICES

AKS Information Technology Services Private Ltd.
B-21, Sector-59, NOIDA-201309
Tel: 0120-4545911, Fax: 0120-4243669, Mobile: +91-9811943669
E-mail: info@aksitservices.co.in, Website: www.aksitservices.co.in
An ISO 9001:2015 & ISO 27001:2013 Certified Company

Website Security Certificate
Website Name: AERA Bilingual CMS
Testing URL: https://aeraweb.companydemo.space/
Production URL: https://www.aera.gov.in/
Audit Performed by: Vinayak Kshirasagar
Testing Date: 15 February 2022 - 14 March 2022
Final Test Result: Website on testing URL found free from OWASP Top 10,
SANS 25 & other known vulnerabilities and declared safe

for hosting.

Recommendations for Hosting:

1. Website may be considered safe for hosting with Read only permissions.

2. SSL deployment is suggested on production server for further enhancing security.

3. Write permission should be granted only on the folder where the files are to be
uploaded given at the following URL.:

https://www.aera.gov.in/Root/uploads

4. Web Server and OS Level hardening need to be in place for the production server.

Note: The certificate is valid till no additional changes in the dynamic content are
carried out, or one year from the date of issue, whichever is earlier.
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